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Open-Source Library Growth

@ AilLibraries

w
2
=
©
—
2
i
—
o]
—
()
Q
E
o= |
54
©
kS)
=




Projection: > 400M Libraries by 2026

500
Million

400
Million

300
Million

200
Million

100
Million

0
2014 2016 2018 2020 2022 2024 2026

Year




Complexity of Libraries has exploded

Average number of dependencies per repo

B direct M transitive For every one
library you add to a
Node.js project, 9
For every 1 Java others are added
library you add to
your projects, 4
others are added
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SourceClear Scan of apache/spark

apache/spark

Colored areas are aopalliance aopalliance 1.0 or transitive dependencies
to aopalliance aopalliance 1.0

org.apache.spark spark-sql_2.11 2.4.0-SNAPSHOT

> org.apache.orc orc-mapreduce 1.4.3

>org.apache.hadoop hadoop-mapreduce-client-core 2.6.4

org.apache.hadoop hadoop-yarn-common 2.6.5

> com.google.inject guice 3.0

> aopalliance aopalliance 1.0

repl/pom.xml
<dependency>
<groupId>org.apache.spark</groupId>
<artifactId>spark-sql_2.11l</artifactId>
<version>2.4.0-SNAPSHOT</version>

</dependency>

org.apache.spark:spark-sql_2.11 may have been declared as a range instead of
2.4.0-SNAPSHOT in your repl/pom.xml




The Code Cocktaill

Open-Source = 90%

Open-source code (~ 70%)

Custom Code (~10%)

Open-source code (~ 20%)




Control Over What is in Your Code Has Changed

From YOU to:

- Developer Tools
- Open-Source Code
- 3" Party Developers

Reference : http://anvaka.github.io/allnpmviz.an/



Threats using open source code

- Vulnerabilities in open source libraries
- Malicious libraries

- Typosquatting package names

- Data exfiltration

- Command execution during build



Security
Equifax couldn't find or patch
vulnerable Struts implementations

Ex-CEO says company stayed silent about hack to
stop crims piling on with more attacks

By Richard Chirgwin 2 Oct 2017 at 23:58 14() SHAREY

Equifax was just as much of a trash-fire as it looked: the company saw
the Apache Struts 2 vulnerability warning, failed to patch its systems, and
held back a public announcement for weeks for fear of “copycat” attacks.




Ten Malicious Libraries Found on PyPI - Python Package Index

By Catalin Cimpanu September 15,2017 08:15 AM

The Slovak National Security Office (NBU) has identified ten malicious Python libraries uploaded on
PyPI — Python Package Index — the official third-party software repository for the Python programming
language.

NBU experts say attackers used a technique known as typosquatting to upload Python libraries with
names similar to legitimate packages — e.g.: "urlib" instead of "urllib."

The PyPI repository does not perform any types of security checks or audits when developers upload new
libraries to its index, so attackers had no difficulty in uploading the modules online.

Developers who mistyped the package name loaded the malicious libraries in their software's setup
scripts.




Security

This typosquatting attack on npm went
undetected for 2 weeks

Lookalike npm packages grabbed stored credentials

By Thomas Claburn in San Francisco 2 Aug 2017 at 23:34 7 SHAREY

A two-week-old campaign to steal developers' credentials using
malicious code distributed through npm, the Node.js package
management registry, has been halted with the removal of 39 malicious
npm packages.




Oscar Bolmsten 9y
@o_cee

@kentcdodds Hi Kent, it looks like this npm
package is stealing env variables on install,
using your cross-env package as bait:

} packagejson m -

4:51 PM - 1 Aug 2017

Q 52 M 11K QO 1k &




Malicious code in the Node.js npm registry
shakes open source trust model

Bad actors using typo-sguatting place 39 malicious packages in npm that went undetected
for two weeks. How should the open source community respond?
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Software Composition Analysis (SCA)

Discover and identify software vulnerabilities and
expose licenses for open source components
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Scanning Technology

Dependency Locked File SCA Scanner Dependency Graph



Scanning Technology
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Dependency File

SCA Scanner Resolved Dependencies

Dependency Graph



System Dependencies Scanning

container ID

o
A1.0amds4 | B1.0all

pod name

SCA Scanner

pod name

pod name




Vulnerabilities in Open Source Libraries

e Known Sources

o CVEs/NVD
o Advisories

o Mailing list disclosures
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. .o . How do we get the data?
e Unidentified issues >

o Commit logs

o Bugreports
o Change logs
o Pull Requests



Mining for unidentified vulnerabilities

Number of days a vulnerability is unidentified

I Data reviewed
over 2016-2017

GitHub Fix GitHub Issues GitHub Pull Bugzilla Entries JIRA Tickets
Commits Requests




NLP and Machine Learning for Harvesting Data

Automated identification of security issues from commit messages and bug reports
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Evaluation Framework For Dependency Analysis

Evaluation Framework for Dependency Analysis
File Edit View Insert Data Tools Help
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EFDA is an open source project that allows users to test
the dependency analysis tool of their choice and see how
accurate the tool is.
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https://qgithub.com/devsecops-community/efda

Max Score Possible
Normalized Score

Formula for Max Score Possible
should be updated if more columns
are added (currently only 4
columns, E-H).



https://github.com/devsecops-community/efda
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DevSecOps

- Integrate SCA scanning in your ClI pipeline

- Create open source usage policy

- Fail builds on high severity vulnerabilities

- Gather data on open source libraries, vulnerabilities and licenses

- Review bill of material (BOM) reports on what'’s running in your
applications



Rules for using 3rd party code

s b~

Know what you are using

Think about where it came from
Understand what it is doing
Avoid using vulnerable libraries



Thank you!

e Questions?

e Contact
o Twitter: @asankhaya

e Check out my upcoming book on
“Building Security Tools for

Software Developers”
o https://leanpub.com/securitytools/
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