
OPEN SOURCE 
LLMS FOR THE 

WIN
Asankhaya Sharma, CTO, Securade.ai

Rohan Sood, COO, Scantist



LARGE LANGUAGE 
MODELS FOR CODE

• CodeBERT

• AlphaCode

• CodeGen

• Codex

• GPT-3.5/4

• PanGu-Coder

• FauxPilot



WHY OPEN-SOURCE MODELS?

• Data security, privacy and control for organizations.

• Customization and optimization via fine-tuning/context embedding.

• Ability to train on a larger, ethically-sourced dataset.

• Greater transparency, avoids censorship and better alignment.

• Decentralization and reducing power concentration in AI development.

• Cost advantages and viability for non-commercial use-cases.



A WINDOW OF OPPORTUNIT Y

• Commercial models are leading when it 
comes to left-right code generation

• But open-source models are very 
competitive for fill-in-the-middle (FIM)

Model FIM pass @ 1
Codex 0.63
PLBART 0.42
InCoder 0.49

SantaCoder 0.62

Model HumanEval pass @ 1
GPT-4 0.68
Codex 0.47
CodeGen 0.29
SantaCoder 0.18



A WINDOW OF OPPORTUNIT Y



CAN OPEN-
SOURCE LLMS FOR 
CODE FIX 
VULNERABILITIES?



SANTACODER







SUPERVISED FINE TUNING

• GPT2 fine tuning for CLM (causal language modeling)



INFILLING AT INFERENCE WITH CLM

// some code
<FILL-HERE>
// some more code

<fim-prefix>
// some code
<fim-suffix>
// some more code
<fim-middle>

<fim-prefix>
// some code
<fim-suffix>
// some more code
<fim-middle>
// generated code

// some code
// generated code 
// some more code



BUG FIXING

• Prepare the data for fine-tuning
<fim-prefix>
// some code
// BUG: CWE ID: DESC
// buggy line
// FIXED:
<fim-middle>
// fixed line
<fim-suffix>
// some more code
<|endoftext|>

// some code
// buggy line
// some more code

// some code
// BUG: CWE ID: DESC
// buggy line
// FIXED:
// fixed line
// some more code



EXAMPLE

String output = Launcher.RESOURCES.getString("WinstoneResponse.ErrorPage",
// BUG: CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')
// new String[] { sc + "", (msg == null ? "" : msg), sw.toString(),
// FIXED:
new String[] { sc + "", URIUtil.htmlEscape(msg == null ? "" : msg),

URIUtil.htmlEscape(sw.toString()),Launcher.RESOURCES.getString("ServerVersion"),"" + new Date() });

response.setContentLength(output.getBytes(response.getCharacterEncoding()).length);
Writer out = response.getWriter();



TRAINING

• Add special tokens

FIM_PREFIX = "<fim-prefix>”
FIM_MIDDLE = "<fim-middle>”
FIM_SUFFIX = "<fim-suffix>”
FIM_PAD = "<fim-pad>”
EOD = "<|endoftext|>”
tokenizer.add_special_tokens({

"additional_special_tokens": [EOD,      
FIM_PREFIX, FIM_MIDDLE, FIM_SUFFIX, 
FIM_PAD],

"pad_token": EOD,})



SANTAFIXER
• Trained on a dataset of single line CVE fixes

• Dataset is available at https://huggingface.co/datasets/lambdasec/cve-single-line-fixes

SantaFixer : https://huggingface.co/lambdasec/santafixer

https://huggingface.co/datasets/lambdasec/cve-single-line-fixes
https://huggingface.co/lambdasec/santafixer


STATIC ANALYZER + LLM = AUTO FIX

input.py

scan input.py
found CWE

input_prompt.py

fix input_prompt.py

fixed input.py

No CWE
input_fixed.py

Static Analyzer : Semgrep
LLM : SantaFixerAutoFix : https://github.com/lambdasec/autofix

https://github.com/lambdasec/autofix


RESULTS

GH Top 1000 Projects Vulns pass @ 1 pass @ 10
Java 0.26 0.48

Python 0.31 0.56
JavaScript 0.36 0.62

• Evaluated on a dataset of CVEs from top 1000 projects on GitHub, scanned using Semgrep

• Dataset is available at https://huggingface.co/datasets/lambdasec/gh-top-1000-projects-vulns

https://huggingface.co/datasets/lambdasec/gh-top-1000-projects-vulns


THANKS

• Questions?

• Hugging Face
• https://huggingface.co/lambdasec

• GitHub
• https://github.com/lambdasec/autofix

https://huggingface.co/lambdasec
https://github.com/lambdasec/autofix

