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Breaking the Cycle: Beyond Scan-and-Fix in AppSec

● Old Ways, New Challenges
○ Stuck in a "scan and fix" loop, traditional tools leave us 

chasing vulnerabilities instead of being proactive.  
● Shift Left Illusion

○ Moving security earlier in the SDLC doesn't stop the cycle 
- it starts it sooner, overburdening developers.  

● IDE Interruptions
○ Real-time scanning in IDEs disrupts developer workflow, 

compromising productivity with constant alerts and 
overhead.

This pattern is just wrong. It's broken. We've seen a history of the challenges following this pattern does in working with developers.” 
—Chris Romeo



How good are LLMs at fixing vuls?



Static Analysis Eval

https://huggingface.co/datasets/patched-codes/static-analysis-eval

A dataset of 76 Python programs taken from 
real Python open source projects (top 1000 
on GitHub), where each program is a file that 
has exactly 1 vulnerability as detected by a 
particular static analyzer (Semgrep).



Introducing
Patchwork

An open-source framework that 
effortlessly integrates into and 
automates tasks like vulnerability 
fixes, while giving you complete 
flexibility and control.



Patchwork Overview
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https://github.com/patched-codes/patchwork



https://github.com/patched-codes/patchwork







Why Patchwork?

Extensible with 
Steps 

Integrated with 
IDE, CLI and CI

Customizable with 
prompt templates

Works with any 
LLM



Demo

https://github.com/patched-codes/patchwork https://patched.codes



Thank You!


